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Semisupervised Game Player Categorization From
Very Big Behavior Log Data
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Abstract—Extracting the specific category of the players, such
as the malignant Bot, from the huge log data of the massive
multiplayer online role playing games, denoted as MMORPGs,
is an important basic task in game security and personal recom-
mendation. In this article, we propose a parallel semisupervised
framework to categorize specific game players with a few label-
known target samples, which are denoted as bait players. Our
approach first presents a feature representation model based on
the players’ level granularity, which can acquire aligned feature
representations in the lower dimensional space from the players’
original action sequences. Then, we propose a semisupervised
clustering method, extended from the bisecting k-means model,
to extract the specified players with the help of those bait play-
ers. Due to massive amounts of game log data, the computation
complexity is an extreme challenge to implement our feature rep-
resentation and semisupervised extraction approaches. We also
propose a hierarchical parallelism framework, which allows the
data to be computed horizontally and vertically simultaneously
and enables varied parallel combinations for the steps of our
semisupervised categorization approach. The comparable exper-
iments on real-world MMORPGs’ log data, containing more
than 465 Gbytes and million players, are carried out to demon-
strate the effectiveness and efficiency of our proposed approach
compared with the state-of-the-art methods.

Index Terms—Feature representation, game behavior mining,
parallel processing, semisupervised learning.

I. INTRODUCTION

CATEGORIZING game players from very big log data
is an important task in gamer behaviors mining and

can be widely used in malignant Bot detection [1]–[6] and
personalized recommendation [7], [8], etc. In this article,
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we will focus on the parallel player categorization on mas-
sive multiplayer online role playing games (MMORPGs). The
MMORPGs allow users to play their favorite roles, to acquire
different skills, and free to act with the game settings. Unlike
single-player games, MMORPGs provide a lot of freedom and
interaction with other players in the virtual world.

As there are millions of game players in the MMORPGs,
those players can act almost all the social behaviors in the virtual
game environment, and the game system will record all their
sequential actions in the log, their behavior logs will accumulate
quickly into a very big data set. Then, the problem of specific
players extraction will face the following three challenges.

The first challenge is how to efficiently construct the unified
representation model on those very big variational event logs.
The raw game logs are stored as a long sequence of players’
actions, and those unstructured data cannot be applied with
classification or clustering methods directly. Then, the struc-
tured feature representation model for those raw logs becomes
the critical task in the player categorization, and at the same
time, the structured feature representation model also requires
efficiently computing due to the huge number of logs.

The second challenge is how to categorize the tiny set of
specific players from very big imbalanced and imperfect data
set. The target category of players normally only accounts for
quite a small proportion of the overall players [9], and in our
study, the company of NetEase Games discovered less 0.5% of
the all players were the malignant Bot players in MMORPGs
of Fantasy Westward Journey Online. From the viewpoint of
binary classification, it can be regarded as a typical imbal-
ance classification problem, however, the characteristics of
those specific category of the players will shift with the game
updating or intentional hiding,1 which will lead to the pre-
trained classification model fails to recognize those players of
the specific category. At the same time, when categorizing a
specific category of the players, we will manually find a small
portion of the players belonging to that category, and the char-
acteristics of these manually labeled players are useful to the
player categorization. Although the labeled data are limited
for the large number of players, it should also be specially
considered during the categorization. For example, NetEase
Games’ operation teams can label some types of game bots,
these labeled samples provided very useful information, such
as action count, activity time, and chat time, to distinguish
the player categorization that game bots are belonging to and
human players. The small part of the labeled game bots are

1The malignant Bot players will random change their action modes to hide
themselves.
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very important for automatic detecting the bot categorization
by machine learning methods.

The third challenge is how to optimize the categorization
approach into the scalable distribute computation architec-
ture. In real-word applications, such as bot detection in game
companies, the solutions with a high-available parallel com-
putation framework are needed to deal with massive log data.
It also requires the categorization approach, which can be
easily executed in parallel and utilize the parallel compu-
tation resources thoroughly by a proper optimization of the
parallelism.

Motivated by the above challenges, we propose a parallel
semisupervised player categorization approach, which consists
of a structured feature model and its corresponding construct-
ing method on the log sequence, a semisupervised player
extraction algorithm from the structured feature model and
a hierarchical parallel strategy based on varied granularity,
which can achieve optimal parallel computing for feature con-
structing and player extraction. The detailed contributions are
summarized as follows.

1) We propose a formal unified feature representation
model, which transform the unaligned player action
sequences into fixed-length vectors that are used in a
ranking-based feature selection method. Instead of the
classical approach on sequence data, such as the hidden
Markov model (HMM), which mainly models on vari-
ational length series, we aim to construct fixed-length
sequences based on the granularity of the player’s level.
Furthermore, we propose a normalization approach to
eliminate the event frequency bias of different levels
in MMORPGs. To avoid the curse of the dimension,
we incorporate feature selection to find the beneficial
features for extracting the target players. Our proposed
feature representation model has been empirically proved
to be a unified feature representation in different catego-
rization problems in MMORPGs.

2) To extract specific players with incomplete labels, a
bait-conducted bisecting clustering (BBC) method is
proposed to retrieve a certain category of players using
a very few samples of those players. As mentioned
before, the raw data set is mixed with the target cat-
egory and other unknown categories, and our method
can take full use of the known sparse labels of the tar-
get category. Instead of training the specific classifier
to determine several certain categories of players, our
bait-conducted extracting method can extract different
categories of players only by changing the bait player
set. Our approach is able to achieve superior performance
compared with other state-of-the-arts methods, which can
be proved by the real experiments in MMORPGs.

3) Our approach is fully optimized on the Spark architec-
ture. A hierarchical parallel strategy based on varied
granularity is proposed to improve the row parallel
into a row–column parallel, which can support var-
ied parallelism on different stage of our semisupervised
categorization approach. This can best utilize the paral-
lel computation resources. The comparable experimental
results in real MMORPGs demonstrate that our proposed

hierarchical parallel strategy can perform much better
than the parallelism of the original Spark.

The following sections in this article are organized as
follows. In Section II, the related works are given. In
Section III-B, the feature representation method is for-
mally given. Section III-C presents the specific player
extraction algorithm. The hierarchical parallel strategy for
our semisupervised categorization approach is proposed in
Section III-D. The experiments in real MMORPGs are dis-
cussed in Section IV to evaluate the validation of our approach.
Then, we give a conclusion of the proposed work in Section V.

II. RELATED WORKS

The challenges as mentioned in the previous section consist
in the three main steps for the player categorization: 1) the
structured representation of game features; 2) extraction algo-
rithm; and 3) parallel optimization for massive data. This
section will introduce the related works on these three fields,
respectively.

To model the player behaviors in MMORPGs, researchers
have proposed varied structured feature representation models
from raw logs. Based on the elemental events, the intuitive and
simplest feature representation model is proposed by statis-
tic histogram of the specific player actions [3]. However, this
intuitive feature representation model may express the play-
ers’ behaviors on a too small granularity (there are almost
10 000 kinds of events logged in the MMORPGs), thus it can
not well distinguish different categories of players in such a
fractional feature granularity. Then, Chung et al. [1], [5] fur-
ther summarized the player behaviors into more rough and
superior categories such as combat, collection, and movement,
quantified by accumulative action frequency within a com-
mon duration. In their method, the features mainly involved in
counting the high-level actions’ frequencies in a certain period
for analysis, which may be lack of the time series information
hiding in the actions. Platzer [6] employed the edit distance to
compute the similarity between combat sequences. However,
their feature representation model concerned the game events
partially and did not take the incomplete labels into account,
which made it hard to be generalized to the other category of
players. In this article, we try to propose a novel feature rep-
resentation model in a proper feature granularity, which can
take full use of the information contained in the raw logs and
different communities of players.

The above feature representation models are mostly used
in Bot detection, which tries to differ malignant program
Bot players [6]2 from human players by the massive log
data. Bot detection can be regarded as a specific problem of
the player communities categorization, and many extraction
algorithms have been introduced. Unsupervised methods were
employed to find out how the users form distinctive commu-
nities [10]–[12]. Thurau and Bauckhage [12] considered the
MMORPGs avatars’ level-up and employed matrix factoriza-
tion method to obtain the lower dimensional data embedding
as the interpretable group categorizations. Drachen et al. [11]

2Bot here refers to a program that allows a user to play the game partially
or completely unattended.
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processed the high-dimension player behaviors with k-means
and SVM to extract both general and extreme behaviors.
Bauckhage et al. [10] further compared the performance
of typical clustering algorithms, including k-means, matrix
factorization, and spectral clustering on player communities
categorization. Due to the connectedness among the com-
munity members, graph grew to be an effective approach to
identify different communities [13], [14].

The semisupervised learning is also widely used in commu-
nity detection problems, which usually assumes a few known
data labels and predefined structure of the data, including
cluster assumption, manifold assumption and local and global
consistency assumption. Local and global consistency assump-
tion extended the other two assumptions, represented by the
algorithms such as label propagation (LP) [15] and label
spreading [16]. The nearby points are defined as local and
points with the same structure are defined as global. These
methods can be categorized into graph-based algorithms,
which constructed a similarity graph over all observations to
explore community structures from real networks [17], [18].
Then, some developed works were introduced for complex
networks. In [19], the original labels are propagated to using
synthesized linear neighborhood with sufficient smoothness.
To enhance the supervised information, Zhang et al. [20]
employed special LP to create and enrich the pairwise con-
straints. For game player categorization in this article, only
specified group will be extracted with the partially labeled
players. Hence, we extend semisupervised learning into our
framework due to the incomplete labels. Unlike the previous
methods that aimed to mine all the groups, we only focus
on the interested group, such as malignant Bots, which is
distinguished from traditional community detection.

The log data are usually characterized by large volumes and
high dimensions and, thus, the model should be implemented
in a parallel processing framework and optimized on the par-
allelism. Apache Spark evolving from MapReduce [21], [22],
a full-stack parallel processing framework for big data, is
employed as the proper parallel processing framework for
our methods. The Spark features in-memory computation and
directed acyclic graph (DAG) scheduler, which promises mul-
tiplied speed-up performance over MapReduce and highly sim-
plified job pipeline. The resilient distributed datasets (RDD)
determines the parallel abstraction of distributed data in Spark.
However, it does not support the nested structure, which
means that only one single layer of parallelism is avail-
able. To optimize Spark out of its intrinsic capability, many
works proposed an extra data segmentation on various mod-
els. Splitting the search-space is the most direct way for
further parallelism [23], [24]. Bharill et al. [23] partitioned
the big data into various chunks when training fuzzy cluster-
ing and processing different chunks with higher parallelism.
Savage et al. [24] proposed a segmentation plan on mining
contrast patterns, which is hard to be modeled in a parallel
manner, especially for large volume and high dimensional data
set. They implemented the model on Spark by splitting and
merging the subtrees recursively, which can achieve a highly
scalable and effective parallelism. Besides the sample-unit
partition, parallelizing the features is also incorporated. In the

work of [25], Chen et al. proposed vertical data partitioning
in parallel random forest algorithm. It can avoid unnecessary
transmission on the partial training set on the distinctive tree
and get the network transmission cost optimized by partition-
ing the features into feature subset. Inspired by the vertical
partitioning, we propose a hierarchical parallel framework uti-
lizing both Spark and Scala parallel strategies and, thus, the
data can be computed in horizontal and vertical parallelism at
the same time.

III. OUR SEMISUPERVISED CATEGORIZATION APPROACH

Our semisupervised categorization approach consists of
three parts: 1) the fixed-length feature representation; 2) player
categorization algorithm; and 3) hierarchical parallelism
framework (HPF). The raw logs can be assembled in the
sequences, however, these unaligned sequences cannot be fed
to learning algorithms directly. We propose an approach to
construct fixed-length vectors from the log data. To categorize
the players who we are interested in, we design a semisu-
pervised algorithm inherited from bisecting k-means [26], to
extract the whole group utilizing the known part of players. To
optimize the running cost in the feature representation step, we
also propose an HPF on Apache Spark, combined with Scala
parallel collection.

A. Problem Formulation

To mine the behaviors and communities from the huge
volume of raw game logs, we first consider to represent play-
ers with the structured features. The player’s events logged
in MMORPGs are usually triggered by players or the game
system. The events related to players can be divided into two
types: 1) initiative and 2) passive. For example, killing a mon-
ster is an initiative event while upgrading himself is a passive
event, since “killing” is directly performed by the player while
“level-up” is triggered by the system. There are also system
events which are related to built various scenes in the game,
such as dropping items. As those system events are only con-
trolled by game system, we mainly focus on the player-related
events in the player categorization task.

To formulate the concepts, we give the formal definitions
as follows.

Event is denoted by a quadruple e =< r, a, o, t >, which
means a player r performs an action a over the object o at the
timestamp t.

Action sequence is the aggregation of sequenced events for
each player. We denote the action sequence of user u as Su =
e1e2e3 . . . eN . ei is the ith event, ei(t) is the timestamp of ei, for
ei ∈ Su, 1 ≤ i ≤ N, it satisfies ei(r) = u and ei(t) ≤ ei+1(t). It
needs to be noticed that the sequence size N is different for
each player.

MMORPGs granularity is defined as a proper split scope
to align the action sequences of different players. The size
of Su keeps increasing when the player spends more time on
the game. Moreover, different players have different size of
Su. It is hard to align different players directly from those
variational-length sequences. Thus, we need to define a proper
MMORPGs time granularity for constructing feature vectors.
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Fig. 1. Feature representation steps and the corresponding parallelism used in each step. (a) Original game logs. (b) Player-level sequences. (c) Quantification
for action frequency, union expansion for level sequence and scaling. (d) and (e) One-dimension data to be clustered. (f) Top-k features are selected.

Basically speaking, players in MMORPGs upgrade by lev-
els if they accumulate enough experience points in the game.
So, we employ the level as the time granularity because it is
an internal granularity division shared among all players. In
terms of other granularity, it is hard to get all action sequences
aligned. So, the upgrade events are chosen to split the growth
of player u into m parts, Su = L1L2 . . . Lm, here, level sequence
Lk = ek

1ek
2 . . . ek

n, it also satisfies ek
i (r) = u and ek

i (t) ≤ ek
i+1(t),

1 ≤ k ≤ m, 1 ≤ i ≤ n. Note that the sequence length of Su

is variational from player to player, while the number of lev-
els m can be a global parameter for all players as we expect.
Selected with the same level range, the action sequences can
be aligned with each other in the granularity of the level.

Level Union: The distinct events set of player u in level k is
defined as Ek

u = {distinct(ek
i (a)) | ∀ek

i ∈ Lk & ek
i (r) = u}.

Given level k, the level union can be modeled as Ek =
Ek

u1

⋃
Ek

u2

⋃
Ek

u3
· · ·⋃ Ek

up
, where p = |U| is the number of

players. Ek is the event union of all players in the same
level, and all m levels will be processed by the operator
of the level union. Then, for player u, his level events are
described as {E1, E2 . . . Em}, compared to the former raw
events {E1

u, E2
u . . . Em

u }.
Bait players, which are labeled manually, represent the

known examples of the target category and, usually, there are
very few bait players in the real case. They are utilized to
induce the unknown players of the same category and this is
a semisupervised problem. This also can be considered as an
incomplete label problem, where the labeled players belong
to the target category while the unlabeled players include
both target category and other categories. Distinguished from
other semisupervised models, it is unnecessary to label bait
players for each category, while only those of the target cat-
egory are essential. Actually, how many categories is very
hard be known in practice, especially in the game. A spe-
cific player category G (G ⊆ U) shares similar playing style,
a few instances of category G are labeled manually as Gbait,
Gbait ⊆ G, |Gbait| � |G|. Our purpose is to extract all the
members of G with Gbait.

B. Feature Representation from Variational Big Data

Fig. 1 presents the process of our feature representation
approach. We process unstructured log data in step (a) and
step (b). Let D represent the raw log data, D = {e1, e2, e3 . . . }.

In step (a) and step (b) of Fig. 1, the player set U is retrieved
from D, U = {distinct(e(r))|e ∈ D}, where distinct(e(r))
denotes the nonrepetitive players in the data set. For each
player u ∈ U, his action sequence can be constructed as
Su = e1e2e3 . . . eN . By level granularity, Su is discretized to
Su = L1L2 . . . Lm. In step (c), we carry out quantification,
expansion, and scaling operations, to transform categorical
event features into numeric frequency, align the sequences
and remove the growth biases. Steps (d) and (e) are the pro-
cess of feature selection by events clustering. In step (f), the
postprocessed features are attained eventually.

1) Quantification for Action Frequency: Quantification in
Fig. 1(c) aims to quantify the event sequences generated
from raw log data. In MMORPGs, event (action) frequency
is a proper quantitative feature applied to infer the behav-
ior pattern of players [2]–[5], so we choose frequency as
our quantification measurement. Quantification is performed
at level granularity. Ek

u denotes the distinct events set of
player u in level k. Assuming |Ek

u| = l, Ek
u can also be

denoted as {ak
1, ak

2 . . . ak
l }. Then, we can count the frequency

of each action in Ek
u for player u in level k, which is CLk =

((ak
1, ck

1), (a
k
2, ck

2), . . . , (a
k
l , ck

l )). ck
i denotes the frequency of

action ak
i for player u, and it can be calculated as follows:

ck
i = count

(
ak

i

)
∀e ∈ Lk & e(a) = ak

i , e(r) = u, 1 ≤ i ≤ l.

Similar to Ek
u, CLk varies with users and levels. E.g., the action

sequence of player u1 in level 1 is L1 = BDDAAADAA, so his
events set is E1

u1
= {A, B, D}, and the quantified action set is

CL1 = ((A, 5), (B, 1), (D, 3)).
2) Union Expansion for Level Sequence: Given two play-

ers u1 and u2 of level 1, their quantified sequences may
be different, which are CL1(u1) = ((A, 5), (B, 1), (D, 3))

and CL1(u2) = ((F, 5), (A, 1)). Obviously, neither the
events nor the amounts are aligned. Though we have
acquired numeric features, they still keep categorical fea-
tures that are actions ei

k(a). We expanded CLk to C
′
Lk
=

((ak
1, ck

1), (a
k
2, ck

2), . . . , (a
k
s , ck

s)) by the level union, where s =
|Ek| is expanded from l and shared with all players. Compared
with the unaligned events in CLk , C

′
Lk

is consistent for all
players of level k. For the action a ∈ Ek, a /∈ Ek

u, the
frequency is set to 0. Each player is performed in this way
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in level k, until all levels are expanded. By level union, quan-
tified action sets of all players get aligned. We simplify the
expanded sequence to NLk = {ck

1, ck
2, . . . , ck

s}. q = ∑m
i=1 si

refers to the number of total features. Assembling the con-
sequent levels to constitute the numerical features of player
u, we have entirely aligned features Fu = NL1 NL2 . . . NLm .
Take the examples before, now we have level union E1 =
(A, B, D, F) for u1 and u2 in level 1, the quantified action sets
are expanded to C

′
L1

(u1) = ((A, 5), (B, 1), (D, 3), (F, 0)) and

C
′
L1

(u2) = ((A, 1), (B, 0), (D, 0), (F, 5)). After the categorical
event features are removed, we have aligned numeric features
NL1(u1) = (5, 1, 3, 0) and NL1(u2) = (1, 0, 0, 5).

3) Ranking-Based Feature Selection: The features gen-
erated by the level union are likely to raise the prob-
lems of sparsity and high dimensionality, which may also
cause the irrelevance and redundancy [27]. Moreover, some
studies [10], [28]–[30] have proved that high-dimensional data
must be dimensionally reduced before applying metric-based
clustering such as k-means. The features in high-dimensional
space might be equally far apart as the assignment step is pos-
sibly influenced by minuscule random variation, which will
cause the definition of similarity failed [10]. Therefore, we
consider applying feature selection to reserve top-k features
in a lower dimensional space.

More specifically, we aim to find an optimal feature subset
that has superior ability of discriminating the group of bait
players from other players. In the first step of feature selec-
tion, each column is as one-dimension data to be clustered, so
that each feature in the feature space is individually evaluated.
Here, we select mean shift [31] as the clustering model, which
is a nonparametric method and does not require a predefined
distribution. It seeks all possible patterns in the data, without
manual assignment of K. The Gaussian kernel is selected to
map the distances.

After applying one-dimension clustering for each feature,
we further propose the evaluation metrics to achieve fea-
ture selection based on level granularity, which considers
both supervised and unsupervised measures to evaluate the
importance of features.

Evaluation Metrics: Let {P1, P2 . . . Pk} represent the clus-
ters after applying one-dimension clustering on the feature C.
Similar to the F1 score, we present the metrics with respect
to Gbait for each clusters, and it is denoted as Fi

bait

Fi
bait =

2 · Ri
bait · Pi

bait

Ri
bait + Pi

bait

Ri
bait =

mi
bait

∑k
j=1 mj

bait

, Pi
bait =

mi
bait

mi
(1)

where mi and mi
bait are the number of all players and number

of labeled bait players in cluster Pi. Fi
bait aims to evaluate each

cluster with the help of bait players. Thus, it can be seen as
a supervised manner.

In our approach, the cluster Pt in {P1, P2 . . . Pk} will be
selected as the best cluster on feature C if Pt has the highest
evaluation metrics Fi

bait. Ft
bait of Pt is extended to be one kind

of evaluation of feature C, we called it the F1 score of feature
C. In order to balance the influence of distribution randomness

Fig. 2. Two cases of the cluster distribution. (a) Good cohesion but bad
separation. (b) Good separation but bad cohesion.

of bait samples, we also propose unsupervised metrics for each
feature, the feature C’s partial sums of squared error (PSSE) and
partial sum of squares between (PSSB) are defined as follows:

PSSE = 1

mt

∑

x∈Pt

dist(x, ct) (2)

PSSB = dist(c, ct) (3)

where ct denotes the center of cluster Pt, c denotes the cen-
ter of all clusters on the same feature, and dist(a, b) denotes
the Euclidean distance function between a and b. For fea-
ture Ci, its evaluation metrics can be presented by the triple
(Fi, PSSEi, PSSBi), i = 1, 2 . . . q. Here, q is the number of
features in a level, Fi, PSSEi, and PSSBi denote the F1 score,
PSSE and PSSB of feature Ci, respectively.

The metrics should be normalized within the same level,
as the feature selection is processed based on level granular-
ity. We normalize all kinds of evaluation metrics in the same
level by min–max normalization. The metrics triple is scaled
to [0, 1] as follows:

F
′
i =

Fi −min(Fk)

max(Fk)−min(Fk)
(4)

PSSE
′
i =

max(PSSEk)− PSSEi

max(PSSEk)−min(PSSEk)
(5)

PSSB
′
i =

PSSBi −min(PSSBk)

max(PSSBk)−min(PSSBk)
. (6)

For feature Ci in level k, Fi is the F1 score of feature Ci,
min(Fk) is the minimum F1 score of all features in level k,
and max(Fk) is the maximal F1 score of all features in level
k. Unlike PSSB, PSSE is inversely related with the quality of
clusters, thus it is compared to the max value for the positive
correlation in (5).

Then, the score of feature Ci can be calculated as

scorei = F
′
i + PSSE

′
i ∗ PSSB

′
i. (7)

The score consists of two parts, supervised F
′
i and unsuper-

vised PSSE
′
i ∗ PSSB

′
i. As they are all normalized between 0

and 1, the final score will be varied in [0, 2].
PSSE

′
i ∗ PSSB

′
i depends on both cohesion and separa-

tion, making scorei directly proportional to the clustering
performance. Fig. 2 shows two cases of the cluster distribu-
tion. As Fig. 2(a) shows, the points in cluster A are cohesive
enough but too close to be separated from B. In Fig. 2(b), clus-
ter A is separated far from other clusters but it is not cohesive
enough. Using our scoring model, these two conditions will
get low scores.
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Algorithm 1 Ranking-Based Feature Selection
Input: Player data set {C1, C2 . . . Cq} with q feature in m

levels, Ntop;
Output: Selected Ntop · m features;

1: for each Ci do
2: Clustering column Ci into {P1, P2 . . . Pk} with mean

shift model;
3: Compute Fi, PSSEi and PSSBi of Ci;
4: end for
5: SF = ∅
6: for each level j, j ∈ {1, 2, ..., m} do
7: for each column Ci in level j do
8: Normalize to obtain F

′
i , PSSE

′
i, PSSB

′
i;

9: Compute scorei = F
′
i + PSSE

′
i · PSSB

′
i;

10: end for
11: Select the largest Ntop columns ranking by scorei in j,

denoted as {C1
j , C2

j . . . C
Ntop
j };

12: SF = SF
⋃{C1

j , C2
j . . . C

Ntop
j }

13: end for
14: return SF.

Ranking-Based Feature Selection by Level: Given the
parameter Ntop, the largest Ntop features ranked with scorei

will be selected in each level. Thus, the number of dimen-
sions is greatly reduced from q · m to Ntop · m. The selected
features are input to the following extraction algorithm. The
feature selection process is also presented in Algorithm 1.

C. Semisupervised Players Extraction Algorithm

After applying the ranking-based feature selection, we then
present the BBC algorithm for semisupervised categorization,
guiding by the bait player set Gbait. The BBC will extract those
players, who are similar to the players in bait player set Gbait,
from the entire player set U. These extracted players are target
players. In our solution, we employ the clustering method that
uses incomplete player labels as an important clue, instead
of classifying methods that may suffer from class-imbalanced
problem due to the partially labeled players. Our approach is
based on the assumption that if the algorithm can successfully
extract those target players from U, players in Gbait should
be included in the set of target players and not be included in
other parts. Thus, the bait players can be utilized to conduct the
process of clustering and distinguish the target player cluster.
Our solution can be regarded as a semisupervised clustering
approach.

1) Bait-Conducted Bisecting Clustering Algorithm: Our
approach is presented in Algorithm 2, which extracts the target
category using a bisecting k-means [26] based divisive hierar-
chical clustering. There are two main steps: step I is splitting
the set into two clusters by the basic k-means algorithm, and
step II is choosing the optimal cluster to be split in the next
iteration. In step II, the recall Rbait of the bait set is employed
to select the optimal cluster. Our approach allows a portion of
samples to be removed iteratively and the refined subset will
go on approaching the target group.

Fig. 3. BBC process.

Algorithm 2 BBC Algorithm
Input: Players data set U and Gbait after feature selection,

�Smin, �Rmax;
Output: The player set G belonging to the same category of

Gbait;
1: Rlast ← 1, �S← 1, �R← 0;
2: while �S > �Smin and �R < �Rmax do
3: Bisect U into U1, U2 with bisecting clustering;

4: Rbait ← max(
‖Gbait ∩ U1‖
‖Gbait‖ ,

‖Gbait ∩ U2‖
‖Gbait‖ );

5: Ubest is set to the cluster corresponding to Rbait;

6: �S← ‖U − Ubest‖
‖U‖ ;

7: �R← Rlast − Rbait;
8: Rlast ← Rbait;
9: G← U;

10: U← Ubest;
11: end while
12: return G.

�Smin and �Rmax are input thresholds for the minimal vari-
ation of the cluster size and the maximal variation of the recall
on bait set. �S and �R are used to store the variations of the
cluster size and recall on bait set on current iteration, and Rlast
is used to store the recall on Ubest of the previous iteration. In
each iteration, the U is divided into two subsets U1 and U2 by
k-means (K=2) on those features selected with Algorithm 1.
We then use Rbait to store the best recall between U1 and U2
(step 4), and the corresponding subset with best recall is also
set to Ubest (step 5). Then, the variations of the cluster size
and the recall on bait set can be calculated by steps 6 and 7.
When the size of suspicious cluster descends less than �Smin,
or Rbait descends more than �Rmax, the clustering process is
terminated. The cluster after the last iteration is finally output
as the player set of the specified categorization. These two ter-
mination conditions in step 2 can guarantee the precision and
completeness of the extraction. While the suspicious cluster is
too cohesive to be split, its size descends no more than �Smin,
and then the iteration process is stopped promptly in case of
further useless splitting. �Rmax is employed to prevent Rbait
missing too much.

Fig. 3 gives a sample to demonstrate a typical process of
the BBC. For visualization, the dimensions of raw data are
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reduced to two by PCA. The bisected clusters are marked in
purple and blue, and the known bait players denoted as ×. The
results show that the data in red square in Fig. 3(a), where bait
players gather, are iteratively refined from all the data. It can
be easily found that the bait players concentrate almost at the
upper left in Fig. 3(a)–(c). Until the 4th round in Fig. 3(d),
bait players are scattered. Those unconcerned instances, which
are far away from the bait players, are gradually removed due
to lower Rbait of clusters they belong to. This iteration process
will stop at the 4th round, because the bait players are parti-
tioned, which causes �R > �Rmax and meets the terminating
conditions as defined in Algorithm 2. Then, we return the tar-
get group G from the third iteration, as the purple cluster in
Fig. 3(c) shows, including the unlabeled players induced by
those labeled bait players.

D. Hierarchical Parallelism on Varied Granularity

To categorize these players from billions of game log
records in time, we need to employ the parallel processing
framework of Apache Spark, which is a lightening-fast batch
processing framework. An immutable distributed collection
of data elements is represented as RDD in Spark, and RDD
only enables row-level parallel computation, named as verti-
cal parallelism. In our approach, we will also introduce the
column-level parallel computation in the steps (c), (d), (e) of
Fig. 1. As the computations in those steps are columns inde-
pendent and can be parallelized at column-level, we call it
horizontal parallelism.

In our proposed parallel framework, we define three paral-
lelism based on the different parallel granularity from row and
column as shown in Fig. 4.

PaS is the row-level parallelism provided by Apache Spark.
As the blue dashed block shown in Fig. 4, P1, p2, p3, p4 are
partitions of a large data set, which are computed in parallel
across the nodes of the cluster.

PaLev is the parallelism that splits the vectors vertically into
parallel parts by level. As the pink dashed block shown in Fig.
4, each divided part contains the entire features of a certain
level in the log data.

PaCol is the parallelism that splits the vector of a level into
parallel features to provide column-level acceleration. As the
red dashed block shown in Fig. 4, the collection of elements
with one feature can be operated in parallel.

These parallelisms on various granularities provide high
efficient computation for our player categorization. As shown
in Fig. 4, the data can be viewed as a large matrix, the
PaS+PaCol will parallelly process the data in two directions:
1) the vertical direction is provided by Spark and 2) the hori-
zontal direction is provided by local Scala parallel collection.
With only the parallelism of Spark, data can be processed
in parallel by row partitioning while different columns are
still serial. In our hierarchical parallelism, columns are split
into multi-RDD to be loaded in Scala parallel collection, e.g.,
RDD-e1, RDD-e2 and RDD-e3. Vertically, the RDD is com-
puted in rows parallelism by Spark. Horizontally, a batch
of RDD representing for different columns can also be pro-
cessed in parallel by Scala. Comparing to the original Spark,

Fig. 4. HPF on varied granularity.

hierarchical parallelism achieves parallel computing in two
dimensions.

As Fig. 1 shows, each step of feature representation needs
parallelization technique to satisfy the big data process-
ing. Steps (a) and (b) transform unstructured log data into
player-level sequences by player aggregation, where only the
parallelism Pas can be applied in these two steps. All the calcu-
lation on step (c) in Fig. 1 can be in parallel in the granularity
of player levels, and different levels can be computed inde-
pendently and, thus, we apply both the PaS and PaLev in this
step. Similarly, we can also apply the PaS and PaLev in step
(e), as it will execute the ranking-based feature selection based
on the evaluation metrics defined on the granularity of player
levels. While in step (d), the calculation, which is estimating
the importance of each feature by clustering the quality of sin-
gle feature, employing PaS and PaCol for parallel processing.
Thus, our approach can flexibly provide a hierarchical paral-
lelism instead of single strategy, each step of the process can
achieve higher efficiency.

IV. EXPERIMENTS

A. Experiments Setup

In our experiments, we employ the real log data of New
Qiannv Online, a popular game produced by Netease. The data
set is 468.5G, with 3 785 522 567 event records and 1 054 980
players, whose levels distributed from 1 to 40. In the catego-
rization task, we employ two categories of the players in the
following experiments: one is the mainline Bot, which is a
prevalent harmful cheating script controlled by illegal studios
to hunt game resources and trade for money, and the other
is the RMB player who would rather pay for equipments and
skills instead of devoting time to them. We manually refine the
data set to find these two categories. There are 5104 mainline
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TABLE I
CLUSTER HARDWARE AND SOFTWARES ENVIRONMENT

TABLE II
COMPUTATION RESOURCE USED IN FEATURE REPRESENTATION AND

EXTRACTION ALGORITHM

Bot players and 2691 RMB players for validation.3 We exe-
cute all the experiments on our cluster environment, which is
listed in Table I.

In the experiments, we employ yet another resource negotia-
tor (YARN) as the resource framework to manage the cluster
scale and resources, so that we can adjust the settings of
YARN and Spark to achieve various resources allocation. The
computation resources used in the feature representation and
extraction algorithm in our evaluation experiments are given
in Table II.

B. Determining the Optimal Size of Feature Subset

In the feature selection, the number of selected features Ntop
(subset size) in each level will obviously affects the complex-
ity and accuracy of the extraction algorithm. The experiment
in this section is to find the optimal Ntop for the categoriza-
tion algorithm. In order to compare the computation cost and
categorization performance in the same scale, we normalize
the computation speed into [0, 1]. The speed is commonly
expressed by V = 1

T , which is inversely proportional to the
computation time T that the extraction algorithm runs. Then,
the computation speed is scaled by

SV = scaler · V, scaler = 1

max(1/T)
. (8)

Thus, we can plot the scaled speed and the F1 score of
the output of Algorithm 2 for the specific category of play-
ers under various Ntop, as shown in Fig. 5. As the selected
feature number in each level goes up, F1-score presents an
increasing trend in general, especially in the initial stages.
When Ntop = 5, the F1-score achieves the best value and
stop increasing. Meanwhile, the speed keeps descending with
the number of Ntop increasing, and intersects with F1 curve
at around Ntop = 5. Then, we assign the subset size Ntop as 5,
to balance the accuracy and time cost of the extraction algo-
rithm. In all the experiments of this article, the minimum size

3These labeled players are all manually selected by some technical oper-
ation programmer in NetEase Company, thus can be regarded as the ground
truths.

Fig. 5. Extraction algorithm speed and F1-score under varied selected feature
size.

variation �Smin and maximum recall descent �Rmax are all
set as 0.1.

C. Categorization Performance Evaluation

The general approach for player categorization includes two
steps: 1) feature representation and 2) extraction algorithm.
Thus, we introduce different state-of-the-art feature represen-
tation methods and extraction algorithms, and then combine
them in our evaluation experiments.

1) Feature Representation Methods and Semisupervised
Extraction Methods: Besides our fixed-length action sequence
(FAS) based feature representation method, there are other two
feature representation methods: 1) unnormalized FAS (uFAS)
and 2) game behavior characteristics features (BF) [1].

1) uFAS can be regarded as the simplified version of the
FAS without normalizing the event frequencies among
different levels. We introduce it to evaluate the impor-
tance of feature normalization in eliminating biases under
varied levels.

2) BF [1] is designed based on the experiential behav-
ior models of characteristics in MMORPGs, which are
abstracted into battle, move, and collect categories, as a
simplified and interpretable presentation.

To compare our BBC with other extraction methods, we
employ two state-of-the-art semisupervised extracting meth-
ods: 1) LP and 2) two-step framework (TS). Among all these
three methods, BBC, LP and TS, bait players play the same
role in training as incomplete labels.

1) LP [15] labels the unknown samples based on their
nearest labeled neighbors. Briefly speaking, if unlabeled
sample A gets closer to labeled B than others, and then
B is more likely to propagate its label to A. With the
propagation going on, the decision boundaries will fall
into lower density gaps, dividing the space into different
classes. LP can be categorized into local and global con-
sistency assumption, compared to the cluster assumption
of BBC.

2) TS was first proposed in PU learning, which handles pos-
itive and unlabeled data set in document classification
with two steps: a) filtering and b) refinement [32], [33].
Then, this framework is widely applied in mining specific
groups, especially in anomaly detection [5], [34]–[36]. In
our experiment, we refer to the TS method in [35], which
applies unsupervised one-class SVM [37] for filtering
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TABLE III
PERFORMANCE OF NINE METHODS FOR BOT PLAYER CATEGORY AND RMB PLAYER CATEGORY

Fig. 6. Box plots of 3 × 3 methods comparison under 10-fold experiment.
The location and width of each box indicate this method’s performance and
variance. (a) Recall for Bot Player. (b) Precision for Bot Player. (c) F1 for
Bot Player. (d) Recall for RMB Player. (e) Precision for RMB Player. (f) F1
for RMB Player.

and local nonlinear SVM for refining. As it involves
partial-informative labels, it can be also viewed as a
semisupervised approach.

In the experiments of this section, these three feature repre-
sentation methods: 1) FAS; 2) uFAS; and 3) BF, are combined
pairwise with different extraction methods, BBC, LP, and TS.
We then apply these nine methods to extract two specific
player categories, respectively: 1) the Bot player and 2) RMB
player. Considering the uncertainty of selecting bait players,
each method is tested by 10 folds, and 10% players of the spe-
cific category are randomly chosen as the bait set in each fold.
The recall, precision and F1 on the categories of Bot player
and RMB player are calculated to evaluate each method’s
performance, and the calculation formula is similar to formula
(4). The experimental results are given in Fig. 6 and Table III.

2) Comparing the Methods: Fig. 6(c) clearly suggests that
FAS and uFAS outperforms BF on F1 evaluation. BF method
abstracts the universal MMORPGs events into predefined fea-
ture set, which heavily depends on expert’s experience. Then,
features in BF method might ignore some helpful information
beyond events, which is potential to be used in identify-
ing players of specific category, while FAS and uFAS will

keep most of such information, for example, the sequence
information.

As Fig. 6(a) shows, BBC totally outperforms the other two
methods in terms of recall. Although LP performs better in
precision [Fig. 6(b)], it is still inferior to BBC slightly in F1
performance. This is consistent with the design target of BBC
method that provides a solution to achieve good performances
both on the precision and recall. These three methods with
BBC have average recall above 0.97, as shown in Table III,
while LP and TS are from 0.33 to 0.85 and from 0.21 to
0.27, respectively. It can be also observed that the worse
recall performance of TS leads to the worse F1 performance,
although it has good precision. The performance of the TS
method relies heavily on the performance of the one-class
SVM, which is used to extract the abnormal players. Basically
speaking, the one-class SVM suits for detecting outliers, which
are far from the normal ones, while the players of specific cat-
egory may be distributed nearby the players of other categories
as Fig. 3 shows. The results show that our proposed BBC is
able to mine the target samples even if they are closed to
others.

Fig. 6(d)–(f) shows similar results for the category of RMB
players. FAS-BBC still achieves the best performance in F1
evaluation, and the methods whose extraction models are BBC
can overall achieve the best recall performance. Comparing
with Fig. 6(a) and (d), we observe that extraction models dis-
play similar pattern on categories of bot players and RMB
players, BBC is better than LP, and LP is better than TS. On
precision evaluation, the category of RMB players shows the
lower performance than the category of Bot players for almost
all the methods. The boxplot of Fig. 6(e) locates at the left
of 0.5 except uFAS-TS. Due to the low precision, the cate-
gory of RMB players has good recall performance but bad
F1 performance, as shown in Fig. 6(d) and (f). Therefore,
comparing with the categories of bot players and RMB play-
ers, the locations of boxplot in Fig. 6(a) are similar to those
in Fig. 6(d), but those similarities are hardly shown between
Fig. 6(c) and (f) due to the impact of precision. The reason
can be inferred from different characteristics of two player
categories. RMB players represent a subset of human players,
while the code-driven Bot players whose behaviors are more
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TABLE IV
PERFORMANCE OF VLSS, HRHC, AND FAS-BBC ON TWO DATASETS COLLECTED FROM DIFFERENT TIME INTERVALS

different from human players. This result proves that RMB
players are more cohesive with other human players than Bot
players, making more challenge to identify the target group of
RMB players precisely.

D. Further Experiment

As the behaviors of the Bot players will evolve quickly to
avoid to be detected, the traditional Bot detection methods may
be easy to fail. To further evaluate our method in that case,
we employ additional two player log datasets collected from
the same game, those new datasets consist of similar magni-
tude of event records and players with the datasets used in
Section IV-A1, and each dataset contains the log data of one
month, collected in May, 2018 and June, 2018. We manually
labeled the Bot players, the number of validated Bot players
is 1205 in the first dataset and 1498 in the second dataset.
We also compare our approach with two Bot detection meth-
ods: the first one is modeling varying-length sequential data
with supervised learning (VLSS) and the second one is a clas-
sical framework that uses histogram-based representation [3]
and proceeds the histogram feature with hierarchical clustering
(HRHC).

1) VLSS: We introduce the long short-term memory
(LSTM) [38] to model the varying-length event log data.
For the sake of fairness, we assume that the supervised
VLSS contains the same prior knowledge as our FAS-
BBC, thus we randomly choose 10% of Bot players and
10% normal players to construct the training set, and the
remained data are used as test set for each dataset4 in
the following experiment.

2) HRHC: The first step of HRHC is transferring the
sequences logs of the player into a histogram vector
based on the action frequency of each player [3], and
then we use the hierarchical clustering to group those
players via their corresponding histogram vectors. In
hierarchical clustering, the euclidean distance is used as
the distance metric, the average-linkage distance is used
as the distance between clusters, and the optimal number
of clusters is chosen from a search range via the silhou-
ette coefficient [39]. Finally, the group with the highest
F1 score will be output.

For FAS-BBC, we use the same parameters as in the
previous experiment. We evaluate precision, recall and F1

4In practices, the newly evolved bot players are quite difficult to be detected,
thus we usually can only confirm less 10% of those newly category of Bot
players that can be used to train.

score on VLSS, HRHC, and our approach, each approach
is executed ten times and the average evaluation is com-
puted. The experimental results are shown in Table IV. As the
Table IV shows, FAS-BBC outperforms VLSS on precision
and F1 score in both two datasets. For the dataset collected
in May, 2018, the recall of VLSS is better than FAS-BBC,
while the precision of VLSS is much lower than FAS-
BBC. Similar to other supervised methods, VLSS will heavily
depend on the number of the training samples. Compared
to HRHC, FAS-BBC is better on the three metrics in the
two datasets. Bisecting clustering in FAS-BBC exploits the
useful information of the labeled samples to ensure bet-
ter performance of the target cluster, while the hierarchical
clustering in HRHC is iteratively merging the nearest two
clusters without other conducting information. In real applica-
tion, the amount of labeled samples cannot always be enough,
causing the supervised methods easily failed, while totally
unsupervised methods are often unable to target at what we
want precisely. Therefore, our framework is more efficient in
practice.

E. Parallelism Experimental Analysis

Our approach is implemented with the hierarchical paral-
lel framework, utilizing techniques of Spark RDD and Scala
parallel collection simultaneously. To verify the effectiveness
of our framework, we remove parallelism of Palev and Pacol,
meaning that only PaS provides row-based parallelism. This
method is denoted as Spark only (SO) in the following exper-
iment. The speed SV is calculated with (8). Moreover, we
compute the speedup ratio SR [25] to reflect the comparable
performance of our HPF over SO

SR(HPF,SO) = SVHPF

SVSO
. (9)

We compare HPF and SO under incremental cluster scale
Mnodes, and the experimental results are given in Fig. 7.
When the node number increases from 10 to 18, it presents
a performance improvement for both HPF and SO, which
indicates that the parallel framework will improve the com-
putation efficiency. For all the spark nodes, our HPF always
performs better than the SO framework, which suggests that
our hierarchical parallelism is superior to the SO parallelism
in computation efficiency.

When Mnodes is less than 18, HPF can grow more quickly
than SO with the node number increasing, which can be also
proved by the speedup ratio curve in Fig. 7. While in the case
of Mnodes = 18, the speedup ratio curve has a notable drop.
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Fig. 7. Normalized speed of SO and HPF, and the speedup ratio SR(HPF,SO).

The reason may be that the temporal cost of the data exchange
among multiple nodes has become larger than the temporal
benefit from the increase of additional nodes when the node
number is 18 for the same data scale. We call this condition as
the critical point of the parallelism. As our HPF has employed
both PaLev and PaCol for processing huge amounts of data,
it will generate much more RDDs than the SO, and our HPF
will reach the critical point faster than the SO.

V. CONCLUSION

This article proposed a novel framework on parallel catego-
rizing MMORPGs players from real-world massive log data.
In our framework, we employed the bait players, which is
a small portion of the label-known target players, to extract
the whole category of specific players from all the play-
ers. We proposed a structured feature representation of the
player action sequences. With this novel feature representation
method, we can acquire aligned, normalized, and informative
features in lower dimensional space. Those aligned features
are suitable to be fed to our proposed semisupervised extrac-
tion algorithm, which is based on the bisecting k-means
clustering. We reduce the searching space iteratively in the
extraction algorithm, using the recall ratio of bait players to
guide the clustering process. Compared with the unsupervised
methods, our semisupervised extraction approach exploits the
incomplete labels to obtain the clustering more efficiently and
effectively. Compared with binary classification, our approach
can spend less temporal computation in highly customized fea-
ture representation and also can avoid the imbalanced-classes
problem. To accelerate the whole categorization with more
flexible parallelism, we proposed an HPF based on Apache
Spark and Scala parallel collection. Our approach was eval-
uated by extensive experiments of the extraction for two
different categories of players, and the results prove that our
method outperforms other state-of-the-art methods. The results
also proved the effectiveness of our HPF. As future work,
we will extend our investigation to incorporate temporal fea-
ture of action sequence patterns into feature representation.
Furthermore, social interactions of human players and Bot
players may have significant differences, we will also explore
the features in social network of game players to detect the
suspicious category of players.
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